Adaptive Controls for Hardware Fault-Correction in
Embedded Systems

Aakash Mishra
Stanford University
Stanford, California, USA
aamishra@stanford.edu

Abstract

Embedded system fault-detection is a multi-modal problem
that can difficult to solve. There are several issues in this
problem space including the limitations of real-time fault
detection and correction on remote-deployed embedded sys-
tems. One problem is that standard methods of assessing a
bug on a remote-deployed system are likely subject to tem-
poral and physical constraints. Adding to this problem is the
issue with trust-ability of powered hardware components.
It can be difficult to discern whether sensor input is reliable
or assert whether or not the behavior of a motor is nominal.
Overall, the options for a deployed system can be limited
when it does encounter a hardware related problem. In our
work, we aim to address this issue by creating a framework
for adaptive controls for hardware fault-correction using
machine programming.

We propose an autonomous method for addressing some
of the issues with self-correcting systems with three novel
innovations. We first present a new intermediate represen-
tation for firmware code in an embedded system called a
Hardware Highlight Parse Tree (HHPT). Secondly, we train
and evaluate a GNN-based detector that can detect the pres-
ence of anomalous hardware behavior. Lastly, we demon-
strate the efficacy of a Reinforcement Learning based sys-
tem that can adaptively control it’s hardware to respond
to possible hardware anomalies by combining the RL-agent
model with the GNN detector. We show that it is possible to
create a robust and adaptive system that can self-diagnose
and correct hardware issues that may otherwise be difficult
to recover from. We open-source our work and code here:
https://github.com/aakamishra/embedded-repair-mp.

Keywords: Embedded Systems, Machine Programming, Hard-
ware Fault Detection, Hardware Fault Correction, Reinforce-
ment Learning

1 Introduction

Hardware fault analysis for embedded systems can be a diffi-
cult problem to tackle with standard methods for debugging.
Embedded systems facilitate the integration and coordina-
tion between mechanical devices and sensors in robotic ap-
plications, which leaves them prone to facing non-traditional
software and hardware fault points [9]. Additionally, a dis-
tributed system with several untrustworthy components
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presents a unique problem for deterministic algorithms of
program analysis [11]. Moreover, a fast and reliable method
for detecting and correcting hardware faults would have to
overcome many challenges.

1.1 Problem 1: Embedded Systems Fault-Detection is
a Multi-Modal Problem

One of the challenges with debugging a robotic system is hav-
ing to consider the multiple modalities of input [16]. Ideally,
an embedded-system analysis tool would maintain an under-
standing of how the software and hardware work together.
However, as embedded systems increase in complexity, the
relationship between the software and hardware can become
more convoluted. For example, an embedded system could
run software that drives the behavior of several powered
hardware components at one time. The interconnectedness
of the software and hardware makes fault tracing difficult;
erroneous behavior may be a result of the combined execu-
tion/interaction of hardware and software such that it may
not be attributable to either one when viewed in an isolated
way [7]. Therefore, a data structure that can represent how
the software interacts with the hardware of an embedded
system is needed.

1.2 Problem 2: Real-Time Fault Detection and
Correction is Limited in Remote-Deployed
Embedded Systems

Non-deterministic hardware errors in embedded systems
often surface during deployment and are affected by en-
vironmental conditions and inputs [2]. Effectively solving
these failures requires successful detection and isolation of
the hardware fault and an appropriate recovery technique.
To ensure the stable operation of a system, these hardware
faults must be addressed in a fast manner. Doing so, how-
ever, is made difficult by temporal and spatial limitations
of deployed embedded systems [3]. It may take a long time
to detect and isolate the hardware error and some recovery
techniques require physically replacing the faulty hardware
in the system. Moreover, manual recovery strategies that
require physically handling the system may be impossible,
which is the case for remote-deployed embedded systems
like satellites and space robotic systems. Therefore, a real-
time fault detection method that can continuously monitor



the health of several hardware components would be ad-
vantageous. The fault could then be quickly detected, and
the observed hardware condition data could be helpful in
identifying an appropriate recovery strategy.

1.3 Problem 3: Powered Hardware Components Are
Not Trust-able

Most embedded systems have a computer control system
that measures, monitors, and executes all of the control func-
tions in order to accomplish some pre-defined functionality.
Reinforcement Learning (RL) agents have demonstrated suc-
cess as end-to-end computer controllers that can learn a
strategy for solving optimal control problems [6, 8, 12, 15].
The robustness of these RL agents, however, is constrained
by the assumption that the powered hardware of the sys-
tem is trustworthy [13]. The RL agents can perform well
when all hardware components are functioning normally,
but typically fail if a hardware component breaks. Ideally,
an RL agent would be trained to handle various hardware
faults such that the system can continue to function in some
optimal way:.

1.4 Our System

To address these problems, we present a RL control system
that observes detected hardware faults in an embedded sys-
tem using a Graph neural network and an novel intermediate
representation. Our approach utilizes the structure of the
code provided in the firmware for an embedded system to
help the system understand the relationship between hard-
ware and software components. We aim to create a system
that aligns with the adaptive pillar of the Machine Program-
ming paradigm presented in Gottschlich et al. [4]. This paper
makes the following technical contributions:

o We present the Hardware Highlighted Parse Tree (HHPT),
aprogram representation designed to capture software-
hardware relationships.

e We present a Graph Convolutional Neural Network
Hardware Fault-Detector framework and show its effi-
cacy across three robot configurations.

e We compare the performance of a RL agent acting
with (i) nominal hardware conditions, (ii) undetected
hardware faults, and (iii) detected hardware faults and
show that the RL agent can better optimize its perfor-
mance when given the GNN detection output in its
observation space.

2 Background

Hardware fault detection, isolation, and recovery (FDIR) is
a sub-field of control engineering which involves monitor-
ing a system, identifying when a fault has occurred, and
pinpointing the fault type and its location [1]. In order to
identify when a fault has occurred, the FDIR mechanism must
first have some understanding of the expected operational

functionality of the system. Building this understanding is
typically achieved by means of monitoring internal signals
and available sensors during nominal operation.

Ensuring the stable operation of a complex system requires
fast FDIR, motivating recent research in this area [1, 10,
14, 19]. Shan et al. [14] presented CS-DKELM, a general
diagnosis method which realizes the functional integration
of signal compressed sampling, feature adaptive extraction
and fast fault diagnosis. Compressed Sensing (CS) utilizes
an approximate optimal sampling scheme to preserve all the
information contained in the original signal while effectively
reducing the dimension of the signal. As a result, the storage
and calculation costs required for feature extraction and
fault classification by the Deep Extreme Learning Machine
(DKELM) are greatly reduced. DKELM is a multi-layer neural
network which performs greedy layer-by-layer unsupervised
learning. With an average fault classification accuracy of
99% and average run-time of 0.17s, the CS-DKELM method
can be directly applied to industrial embedded platforms
as an effective algorithm for mechanical equipment health
monitoring. While this work effectively detects and isolates
hardware faults in an embedded system, it relies on manual
recovery techniques (e.g., replacing faulty hardware).

Reinforcement Learning (RL) is a sub-field of machine
learning that has gained traction in solving control, or se-
quential decision making, problems [17]. A RL agent inter-
acts with an environment to learn a control strategy based
on the feedback it receives for its actions taken. Under the
context of RL, any action leads to two consequences: re-
ceiving an immediate reward and arriving at a new state. A
control agent should consider the delayed future rewards
corresponding to the new state before selecting an action, in-
stead of simply selecting the action with the highest reward.
This ability to optimize the trade-off between short-term
and long-term benefits makes RL a strong option for solving
control problems.

Various works have explored leveraging RL to optimize
controllers for embedded systems [6, 8, 12]. Koch et al. [8]
integrated RL in the embedded system development pro-
cess to automatically train and deploy agents in transient
automobile driving conditions. Sallab et al. [12] proposed a
pipelined framework for end-end training of a Deep Neural
Network for autonomous driving. Greatwood and Richards
[6] developed a method for enabling a quadrotor micro air
vehicle to navigate unknown environments using RL and
model predictive control. To our knowledge, no prior works
in this space have investigated training a RL agent with
hardware fault observations to improve system performance
when hardware faults are present.

3 Technical Design

Aiming to address the current limitations of existing hard-
ware fault detection, isolation, and recovery methods, we



propose a hardware fault detector model that feeds into a
reinforcement learning based control system to optimize
embedded system performance in the face of hardware fail-
ures. This system has two main advantages: (1) a real-time
hardware fault detection method and (2) an adaptive con-
trol system. It leverages a Hardware Highlighted Parse Tree
(HHPT) which captures the relationship between powered
hardware components and the firmware.

3.1 Simulated Environment, Robot Setup and
Objective

We adopt the following setup from the openai-gym-line-
follower repository designed by Nejc Planinsek.

Figure 1. Example URDF File for a 6-wheel robot being
visualized through the URDF-Viz tool.

Physics Environment. In order to rapidly generate large
amounts of simulated data for sensors on an embedded sys-
tem, we opt to use a physics engine and an iterable reinforce-
ment learning environment. We utilize PyBullet to simulate
the Martian terrain and create a line following robot with an
objective of following a charted track. We define the multiple
physics settings in PyBullet, including static friction for the
wheel material, gravity, inertial properties, air resistance, air
pressure, and visibility.

Robot Configuration. We create URDF configuration
files using the URDF-viz library to set modeling and physical
constraints on the simulated robot agent. These files also
contain the coloration and physics settings for the robot
representation. This includes settings such as moment of
inertia, mass distribution, weight, friction, axle mounts, and
angular momentum. We create three main configurations
for the robot: the first configuration has six DC motors, six
encoders, and one accelerometer; the second configuration
has four motors, four encoders and one accelerometer; and
the third configuration has two motors, two encoders and
one accelerometer.

Martian
terrain

Track

Line-following
robot

Figure 2. Simulated physics environment with the Martian
terrain, track, and line-following robot.
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Figure 3. Visualization of the three robot configurations.

RL Environment Setup. We use OpenAI Gym to setup an
episodic environment where we can record data and deploy
our models. The API allows us to render an interface with
which we can iteratively use the step function to call on our
RL agent model training code and data collection APU as
well.

Objective. We create a situation in the simulator where
the robot has to follow the assigned track while avoiding
small obstacles like rocks and other debris on the terrain.
The goal of the robot is to keep moving around in a circle
while staying on the track for as long as possible.

3.2 Hardware Highlighted Parse Tree

In this section, we first introduce the definition of a Hardware
Highlighted Parse Tree (HHPT) by defining its constituent
parts. We then describe how we convert a HHPT into an adja-
cency matrix representation and extract the node type vector.

DEFINITION 1 (PARSE TREE). A parse tree is a hierarchical
representation of a program’s syntactic structure according to



the rules of a formal grammar. Each node represents a token
in the program and an edge between nodes represents the syn-
tactical relationship between the tokens.

DEFINITION 2 (HARDWARE OUTPUT NODES). This is the set
of all parse tree nodes that represent a call to the simulation
client to update the current state of a powered hardware com-
ponent.

DEFINITION 3 (HARDWARE INPUT NODES). This is the set of
all parse tree nodes that represent a call to the simulation client
to read the current state of a powered hardware component.

DEFINITION 4 (NON-HARDWARE NODES). This is the re-
maining set of all parse tree nodes such that the collection
of Hardware Output Nodes, Hardware Input Nodes and Non-
Hardware Nodes is disjoint and the union of this collection
results in the complete set of parse tree nodes.

DEFINITION 5 (HARDWARE HIGHLIGHTED PARSE TREE). A
Hardware Highlighted Parse Tree is a data structure we use
to represent a program that interacts with powered hardware
components. It is recursively defined as a non-empty list whose
elements could be any of the following:

e a non-hardware node,

e a hardware output node,

® a hardware input node, or

o a hardware highlighted parse tree.

Moreover, a hardware highlighted tree cannot be a list con-
taining only non-hardware nodes or a single hardware high-
lighted parse tree.

An example HHPT for the simplified line-following robot
Python program in Listing 1 can be seen in Figure 4.

1 class ExampleLineFollowerBot:

2 def __init__(self, bot, pb_client):
3 self.bot = bot

} self .pb_client = pb_client

5

6

# Example call to the simulation client to

# update the current state of a powered hardware component
8 self.pb_client.setJointMotorControl2 (self.bot, 1, 0, 0)
9
10 # Example call to the simulation client to
11 # read the current state of a powered hardware component
12 fl_pos, _ = self.pb_client.getJointState (self.bot, 1)

Listing 1. Simplified Python line-following bot program.

We can traverse a HHPT to create its adjacency matrix
representation. An adjacency matrix A is a square matrix
of NxN size where N is the number of nodes in the tree.
For each edge (u,0) in the tree, we mark A[u][v] = 1 and
Alv][u] = 1. We also create the node type vector during this
traversal. A node type vector T is a vector of N size where
T[u] = 0 for non-hardware nodes, T[u] = 1 for hardware
output nodes, and T [u] = —1 for hardware input nodes.

Figure 4. Example Hardware Highlighted Parse Tree for
Listing 1. The prefixes "HON:" and "HIN:" are used to identify
the Hardware Output Nodes and Hardware Input Nodes,
respectively. For readability purposes, we outlined the HON
with orange and the HIN with blue.

3.3 Graph Convolutional Neural Network Hardware
Fault-Detector

3.3.1 Architecture. We utilize a graph convolutional neu-
ral network as a hardware fault detector for our feedback
loop controller. We aim to use the standard GConv Neural
Network as presented in Zhang et al. [18] for its ability to ag-
gregate node-based features in a locality that may be affected
by sparsity. We observed that the hardware highlighted parse
tree IR we use has many non-hardware nodes and therefore
contain limited feature values. This means several regions
of the tree are sparse and the GNN detector has to be able to
pick up small changes in a limited number of nodes that are
spread far apart to detect anomalies. In order to mitigate this
problem, we use the GConv architecture along with a Top-K
pooling layer that prioritizes the information of some K num-
ber of nodes and their corresponding edges in the graph [5].
This starts by giving each of the nodes in the graph a node
ranking score. Let G = (V, E) be a graph with V nodes and
E edges. Each node v € V has a feature vector h, € R? and a
set of neighboring nodes N(v). The node ranking score s,
for node v can be calculated in various ways:

1
Sp = Z h, (mean of neighbors’ features) (1)
INI &
sy = ¢(hy) (learned function of node features) (2)

sy = gi1(hy) (output of previous GNN layer) (3)

Once we have the node scores given a selected method,
we can then sort the nodes and create an aggregated repre-
sentation of the graph to be used as the input to the next
layer of the GNN. Let k = the number of nodes selected for



pooling and Vj = the set of k selected nodes. The two most
common methods are mean-pooling and max-pooling:

1 .
hpool = % Z h, (mean pooling) (4)
v€EV
hpoot = max h, (maximum pooling) (5)
VeV

For our model, we use maximum pooling (Equation 5)
with a learned function of the node features (Equation
2) for the Top-K selection.

The dimensions of the detector’s output is dependent on
the number of Hardware Input Nodes and Hardware Output
Nodes in the HHPT. If there are i Hardware Input Nodes
and j Hardware Output Nodes, then the output of our GNN
would be a vector of i + j size. The vector contains the logit
values that predict the likelihood that the hardware which
the node represents is faulty.

3.3.2 Data Collection. The data collection process begins
with the creation of realistic hardware failure scenarios. Two
primary types of scenarios are considered. (1) Encoder In-
put Node Failures. These scenarios simulate malfunction-
ing encoders, which provide corrupted data to the robot’s
controller logic. This is achieved by injecting Gaussian noise
into the encoder readings with a specific probability, effec-
tively mimicking a faulty sensor. (2) Motor Output Node
Failures. These scenarios emulate situations where motors
fail to respond to the controller’s commands. This is im-
plemented by randomly resetting the motor output to zero
during operation.

To generate data for training the GNN detector, a pre-
trained RL agent operates the robot within each simulated
failure scenario. This RL agent has been trained in envi-
ronments with fully functional hardware, ensuring that its
behavior deviates significantly when encountering unex-
pected hardware faults. Each failure scenario is executed for
a large number of episodes (i.e., 10,000) with each episode
lasting a specific time duration (i.e., 400 time steps). Each
episode is assigned a binary encoded label, where each bit
corresponds to a specific hardware node. The label value is 1
if the corresponding node is deemed faulty and 0 otherwise.
The data for each episode is further processed by dividing
the time steps into sequences and constructing an HHPT.
Each Hardware Input Node or Hardware Output Node in
the HHPT contains 10 feature values corresponding to the
recorded values at each time step within the episode snippet.

By simulating various failure scenarios, the collected data
encompasses a wide range of hardware faults, enabling the
GNN detector to learn and generalize effectively. Utilizing a
pre-trained RL agent ensures that the collected data reflects
situations where the robot encounters unexpected hardware
behavior, making the anomalies more pronounced and eas-
ier to identify. We aim to capture enough information per

each 10-timestep snippet to have the model determine some
probabilistic judgment on the faulty hardware component.

3.4 Training Setup

We create a train-eval-test split of 60-20-20 where we control
for the ratio of perfect examples where there are no hardware
failures by ensuring the label ratio is 10% of each set. We
train the model on 360,000 HHPTs and their corresponding
labels (10,000 * 400 / 10 * 0.8) for 100 epochs using Adam as
our optimizer. We set an initial learning rate of 0.01, f; = 0.9
and B, = 0.99. We train the model with Binary Cross entropy
loss with logits in order to treat each label as a probability
series. After 100 epochs, we find that the model converges
to a final average loss of 0.617 on the evaluation set.

3.5 RL Framework

3.5.1 Actor-Critic Setup. In order to teach the line follow-
ing robot to complete the objective task, we use deterministic
deep policy gradient learning (DDPG). We create a sequen-
tial based actor model and a sequential based neural network
for our critic model such that the actor model attempts to
assign a set of actions for the robot to take. The critic model
attempts to estimate the Q-value of the actions that the actor
model has assigned for a given step using the information
from the past steps as well as the observation space.

3.5.2 Action Space. In our RL framework, the action space
consists of assigning voltages scaled on values from 0 to 1
for each motor on the robot. Those values are then passed
into the DC motor API of our physics simulator which then
calculates the corresponding torque applied by the motor
given the voltage value form the controller.

3.5.3 Observation Space. The observation space for the
RL-agent in the scenario with nominal hardware function-
ality consists of sensor values from each of the encoders
which report back the speed of each wheel and the values
from the accelerometer which informs the controller about
the orientation and acceleration of the robot in the x, y and z
planes. Additionally, the robot is given information through
a camera sensor that constructs a Bezier curve to determine
the approximate spline path it needs to take in its current
environment. These values are all synthesized and concate-
nated together to be passed to the RL controller as input at
each step. In the scenario where we train the RL-agent to
use the GNN to get detection information about potential
hardware failure, we concatenate the GNN output of i + j
logit values to the observation space and feed it into the
RL-agent.

3.5.4 Training Setup. We use the Ornstein-Uhlenbeck
(OU) process which adds noise to the actions chosen by the
RL-agent to avoid falling into a local optima due to a solely
deterministic policy. The equation for this process is
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Figure 5. System design.

dXt = 0(;1 - Xt)dt + O'dW} (6)

where X; is the state of the process at time ¢. 6 is the rate of
mean reversion which controls the rate at which the process
returns to its mean value u. o represents the diffusion coef-
ficient which controls the amount of noise. Lastly, dW; is a
Wiener process increment. Note that noise encourages the
agent to explore a more diverse set of actions. For our OU
process, we set 0 = 0.5, p = 0.5, and o = 0.5.

For our DDPG agent, we use Keras-RL to setup the objec-
tive function and set y = 0.99, the learning rate n = 1e — 3,
and the number of warm-up steps to be 80 for both the actor
and the critic model. We train each scenario’s RL-agent with
100,000 steps and a window size of 5 (the number of past
observations the model can use as input).

4 Experimental Results
4.1 System Overview

The completed embedded self-repair system takes the fol-
lowing steps per cycle of simulation:

At the initial setup of the system, the program generates
the structure of the HHPT given the input of the firmware
file and identifies the Hardware Output Nodes and Hardware

Input Nodes for which to track the values of over time. As
the simulation engine starts an episode, logged values are
reported to the HHPT API which are then added as node
feature values in sets of 10 steps. At the 11th step, the HHPT,
with each node feature list filled with 10 values, is passed
to the GConv (GNN) detector model. The GConv (GNN)
detector model takes the values of the HHPT and outputs
the detection labels, a probability score array that determines
the logit score for each hardware node failing.

The detection labels are then passed to the RL agent which
takes the robot’s sensor observation array and the GNN
detection labels as input and outputs an action set. The action
set determines the voltage level distributed to each motor in
order to help the robot accomplish its task in following the
line track set around the simulation environment.

If some hardware component is broken, then the ideal
sequence of events would be as follows. First, the values of
that hardware node are logged along with the rest of the
nodes and sensor outputs. Ideally, some discernible differ-
ence would be present in the final format of the HHPT. The
GNN model would then output detection labels with a high
probability of failure assigned to the node that has actually
failed. Finally, the RL controller would take that into account

e == m = = — e



and assign the motion of the motors to behave in a way that
would compensate for the faulty hardware component.

We illustrate a comprehensive visual overview of this
system and algorithm in figure 5.

Algorithm 1 Self-Repairing Embedded System Algorithm

Require: H: Firmware file, GConv: GNN detector model,
RLAgent: Reinforcement learning agent, S: Simulation
engine.

Ensure: V: Voltage applied to each motor.

1: Initialization:

2: Generate HHPT structure from H
3: Identify nodes for tracking
4: Initialize node feature lists for tracking values
5. while True do

6: Start episode in S

7

8

9

fori=1to 10 do
Get logged values from S
Add logged values to correct node feature array
10: end for
11: Pass HHPT with filled feature lists to GConv

12: Receive probability scores for each node from GConv
13: Get sensor readings from S

14: Pass sensor readings w/ logit scores to RLAgent
15: Receive action set from RLAgent

16: Apply action set to motors in S

17: Monitor system behavior

18: if Hardware failure detected then

19: Record data related to failure

20: Update RLAgent with failure information

21: Adapt motor control strategy based on failure
22: end if

23: end while

4.2 Testing

We test our system for three different robot configurations
in three different scenarios:

(Scenario 1) The first scenario we test has every compo-
nent working in their ideal state (i.e., there are no hardware
faults in the system). We train the RL-agent in this scenario
without the GNN detection as input and measure the best
possible performance the ideal RL-agent can achieve given
no environmental perturbations.

(Scenario 2) The second scenario we test has hardware
failures that occur with some probability and can occur at
any given time step. We allow the RL controller to train on
these cases without GNN detection information, same as in
Scenario 1. The goal of this second scenario is to establish the
baseline for what the RL-agent can do alone without some
sort of adaptive fault detection mechanism.

(Scenario 3) The third scenario has random hardware faults
that can occur at any given step while the RL agent observes

the GNN detector output. This allows the agent to adapt
to the new fault-detection information given the specified
indices for which hardware node is likely broken. We then
test this system to see if we can improve the Scenario 2
baseline and close the gap with the Scenario I topline. We test
the entire simulated system setup on a commodity Macbook
Pro with an Apple Unit (AU) CPU that contains 14-cores
with 10 performance cores and 4 efficiency cores. In order to
make sure our simulation is replicable, the random seed set
for each scenario is "109".

4.3 Evaluation Metrics

To evaluate each scenario with each robot configuration, we
chose to compare the maximum value of reward the robot
can achieve in its main objective of following the assigned
line path on the simulated surface by hitting each of the
checkpoints. We define this rewards function as follows:

nbcheckpoints =500
e; = Distance to closest point on track at step ¢

MaxXerror = Maximum allowed track error

€
e = ——
maxerror
1000
reward =

nbcheckpoints

R = reward * (1 —e;)? if reached check at t
"o otherwise

Note that if the maximum amount of track error is reached,
then we restart the episode with the assumption that the
robot would not have recovered from that point onward.

4.4 Results

We test out each of our robots with each scenario. For Sce-
nario 1, we observe that the topline value of the rewards
function is around 800 for each of the robot configurations.
We note that the six-motor robot has the highest perfect max
reward; this is likely due to its extended manoeuvrability
capabilities provided by having an more sets of wheels.

For Scenario 2, we introduce random hardware failures
and observe that the RL-agent has a hard time learning from
and adapting to them. We notice a steep decline in the value
of the reward function score. The decrease is 48% for the
6-wheeler, 55% for the four wheeler and 63% for the two-
wheeler. Note that the value of the rewards function seems
to also decrease with the smaller sized robots. The reasoning
for this stems from the larger robot having greater hardware
redundancy than the smaller robots. For example, in a given
episode, if the 2-wheeler robot lost both of its’ motors, it
would also lose the ability to drive forward. However, this is
not necessarily the case for the 4-wheeler and least of all of
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Figure 6. Experimental results.

the 6-wheeler, which has the greatest number of hardware
components and therefore greater redundancy.

Using Scenario 2 as our baseline for the reward value we
need to improve upon, we then record the values for Sce-
nario 3 where the GNN information is fed back into the RL
controller. Here we see a marked improvement over the pre-
vious hardware fault baseline. We see that the addition of the
GNN input to the RL agent controller brings 55% gain for the
6-wheeler, a 38% gain for the 4-wheeler and a 20% gain for
the 2-wheeler. We note that the gain for the 2-wheeler is still
low because even if the RL-agent was "aware" of a hardware
anomaly, it would have very little it could actually change
in the action space to accommodate for it due to physical
limitations. In contrast, if the middle right wheel was broken
on the the 6-wheeler robot, then theoretically the RL agent
could divert power intended for the middle right wheel to the
front right and back right motors. We present these findings
in figure 6.

5 Conclusion

We aimed to present a prototype system that addressed some
key issues that affect remote-deployed embedded systems
in the real-world. Namely, we wanted to create a system
that could autonomously self-diagnose and then self-correct
hardware problems. We chose to adopt a scenario that in-
volved a simulated tank-drive based robot that had the task
of following an assigned path. We then simulated several
types of hardware failures that could occur in real-life, such
as motor and sensor failures. We were able to use a novel
IR, the Hardware Highlighted Parse Tree, to represent the
software and hardware dependencies in the form of a graph
based on the the firmware code. This graph was then pop-
ulated with time steps values of the respective hardware
node from each step of the simulator. Using the GNN trained

on parsed HHPTs and an RL agent that could optimize the
action space of the robot given the sensor values and GNN
hardware-fault detection output in the observation space,
we show that it is possible to create a controller that can
dynamically respond to hardware failure and optimize for it
post-detection. This type of method can be very helpful for
robots that cannot be analyzed or debugged due to temporal
and spatial limitations. Examples of systems like this include
rovers, satellites, deep-sea robots and many more. We hope
that our work provides a proof-of-concept framework for
future research along this avenue and encourages further
development of autonomous systems that can self-diagnose
and self-correct.

6 Future Work

This work presents a novel self-repairing embedded system
framework with promising results. However, several aspects
require future exploration to validate its effectiveness in
real-world applications. Firstly, the current implementation
utilizes a simulated environment and system. While this
provides a controlled platform for initial development, real-
world deployment necessitates consideration of resource
limitations on edge devices. Memory and computational con-
straints may restrict the implementation of complex mod-
els on actual embedded systems. Therefore, future work
should investigate efficient model architectures optimized
for resource-constrained environments.

Secondly, the investigated scenario involved a limited and
non-diverse environment. Expanding the testing domain to
include other embedded systems like flying drones or under-
water submersibles would be valuable to assess the general-
izability of the proposed approach. Additionally, exploring a



wider variety of HHPTs from different hardware configura-
tions could provide deeper insights into the robustness and
adaptability of the system.

Furthermore, to validate the intermediate representation
and the benefits of the GNN, ablation studies comparing its
performance with simpler models like feed-forward neural
networks or random forest regressors are key. We could in-
put the raw sensor data to simpler models and compare their
system’s resulting reward with the GNN-based approach.
Such a comparison would allow us to assess whether the
graph structure and representation offer inherent advantages
to the system. By addressing these limitations and conduct-
ing further research, the proposed self-repairing embedded
system can be validated for real-world applications.
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